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1. CERT Model
2. Security Maturity Assessment Guideline
3. Sharing Security Incident Case




lC @"Ec": PTT Group CERT Communication Model

PTT Group CERT Communication Model

PTT Group
CERT Director

____________ Sad U A

CERT Bureau of Advisory

CERT Technical Core Team

PR Specialist

Security Operation Center (SOC) &

HR Specialist

T T T T T T T T T T T T T T T T T T T T T TR T T T T T T TS
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lCT‘“@ Cybersecurity defensive end-to-end approach

Identify Protect Detect : Recover

[ Y (. collect aggregate & N (- Confirm whether or not )
+ Monitor and manage correlate security events an incident occurred
system health and » Provide rapid detection

L . + Detect & alert against !
availability of critical traditional and advanced and containment

security assets (known & unknown) . E/Illjr;:?]ﬁelig gLSJUIPI'tion to
\ y . threats operations
— / | * Manage the public
perception of the
» Consisting of: _ Incident
\ ennm J

\| Analysis & Tools Support g
Analyst

Incident Response
e —

.

Advanced Security

Threat o ti
‘ Detection peration
ﬁh Center
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lCT@ft Recommend ICTSEC CERT Model

Multi-Group CERT by industrial

(AN
&AN‘\}%

Banking

Utility

Cross communication
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GCCS2015

CSIRT Maturity Kit

A step-by-step guide towards enhancing CSIRT Maturity

8 April 2015
MNational Cyber Security Centre, The Netherlands

info@ncsc.nl

Source:

https://www.trusted —introducer.org/SIM3-Reference-Model.pdf

Q

» ARE WE AWARE OF THIS?

QUICK SCAN TOOL

This can be accessed at https://check.ncsc.nl

example shown below.

This analysis tool is based on the 5IM3 model (describ
below). After evaluating several maturity parameters,
following the SIM3 logic, this tool reveals a final matur

score in the form of a radar diagram, like the high leve

| FOUNDATION

. ORGANISATION

# 1S THIS ASPECT FORMALIZED?

»# ARE WE OBLIGATED TO DO THIS?
» HOW DO WE MEASURE/ENFORCE IT?

To assist you in assessing your CSIRT's current level of
maturity, a digital Quick Scan tool has been developed

GCCS52015

GCCS CSIRT MATURITY QUICK SCAN

IMeasurement. Progress. Security.

START QUICK SCAN
BR E

HOME MATURITY QUICK SCAN QUESTIONNAIRE

IRT MATURITY KIT

GCCS 2015

What s the name of your organisation

G
ABOUT / CONTACT

(including part-time)

How many people work on the CSIRT team?

2 No formal tesm assigned
2 One, maybe two

D 3to4

D sto8

2 more than 8

How long does your CSIRT formaly exist?

It has not started yet

~ It has not been formalised yet
) Oie3years

) 4toByears

~ more than & years

Next: Foundation

2015 NCSC-NL

Frivacy Policy

Do we have a business plan? Do we understand CSIRT

maturity? What are the relevant legal frameworks?

Do we have a mandate? Who are our
clients/constituents? Is it clear what authority and

respansibility we have?

'HUMAN

What is the minimum staoffing required to function? Is
there an official ‘code-of-conduct’? Do we have a clear
policy for training our team members? Are we connected
to the right (social) networks?

| TOOLING

Do we have the right (digitai) tools to support our key
processes? For instance, secure communication, detection

systems, etc. Do we have fallback systems?

: PROCESSES

Do we have a clear plan for (political, legal, PR)
escalation? Are key processes (detection, resolution,
prevention, etc.) well defined and documented? Is there a
process for auditing/improving these key processes?

8/4/2016 26
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https://check.ncsc.nl/
https://check.ncsc.nl/static/CSIRT_MK_guide.pdf

\)\

lC @hﬁd: State of the Security program (2013)

PTT Group Information Security Maturity score are from 2.6 to 2.8

m-mm-

Maturity 2.8
Level

Information Security Maturity Level of Energy sector is about 2.96

Information Security Maturity Level of Bank & Securities sector is about 3.10

Security Governance

i sl E iergy
Risk and Controls _— ~—_ Plannine and Budeetin or
Assessment % AT s 8 s ®
m— Bank &
/ ) Securities
Th ;
reat and Vulnerability ;- . _ Organization
Management *
=== PTT Group

Event Detecti d |
vent Detection an . . / Controls Framework

Response
Y o — ____.-"'-- -"L i
Communications m&‘vf____ ____’}ﬁrchitcture and
Awareness Engineering

Process and Dperations

Reference: ITScore for Information Security Toolkit (Gartner)

ITScore questionnaire answering (Gartner)
‘ ptt 8/4/2016 - 27 -
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lC @lﬁ: Recommend ICTSEC Group Security Self assessment

Step 0 Preparing your tool set
Step 1 Assess your people

Step 2 Assess your process

Step 3 Assess your defense

Step 4 Benchmark your scorecard

Security governance ]

2 3 4 5
- Security Policy I ¢ e I I
- Internet Usage Policy
- Bring your own device (BYOD) Policy and Individual
Hotspot Policy
Architecture and engineering 1 2 3 4 5
o=@ |

- Cybersecurity Protection !
- Advanced Persistent Threats (APT)
- Spear Phishing
- Web Hacking and Web Defacement

- Mobile device management (MDM)

- Two-factor authentication

Communication and awareness | ¢

- Information Security Awareness

-
N
W
T
ul

. 1 2 3 4 5
Event detection and response | o———— |
- Consider PTT Group CERT
¢ Current State® Desired State Gap
(‘5]9“ : : 8/4/2016 28
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ICEE' Advance Persistent Threat Case in PTT

Advance Persistent Threat
Casein PTT

8/4/2016 29
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[CTsEC

Network Threat Summar

Malware Detected in PTT Network

Trojan.Bladabindi 287
Trojan.JpProx.B 281
BackDoor.Andromeda 267
Trojan.Ramnt.1 )|
Bot. Conficker.D 16
Android Mahware Kemoge 10
Exploit.Kit. Angler 8
Mawzre.Binary.exe

Mahware.archive

Explait.Dropper.url MVX

Explott.url. MVX

FE_Packer_SimpkPack:FE_Packer_Armadilo; Trojan.Agent

Local. Calback

Trojan.Generic.DNS

Backdoor.LV

Exploit.Downloader_Dropper.pdf.MVX:Matware.DTI.Calback;FE_pdf_exploic_pidief; Trojan.PDF
Exploit.Dowrloader_Dropper.ur.MVX

Explot.Kit Nuckar

Explot.Kit.Rig

FE_Packer_ASPack

FE_Packer_UPX;Trojan.Inject.ukoe
FE_Packer_UPX:Trojan.Linezge

Local.Infection

Mahware.Binary.dI

Mawzre.Binary.Dl:Malvare Binary. dl

Maware. Binary.urlExplott. Downloader_Dropper.url MVX
Trojan.BlackShades.FBI.DNS

Trojan.Saity.ONS

Virus.Win32. Saliy. AT

e e L el S e ey A N N R N R N - -

L e e e e e e e e N e

Malware Categories

Callbacks | 49.3|Callback actvity identified by FireEye callback detection

Trojan | 33.3|Masked files, malware dropper, remote access

Backdoor | 13.9|Remote access, data theft, malware dropper

Botnet 0.8|Used to attack 3rd parties, Denial of Service etc.

Other 2.6|All other malware events with outbound communication

VirusTotal Comparison

n Malware content detected by no vendor - Zero-day variant when submitted: 3

» Malware content detected by 1-10 vendors when submitted: 2

ptt
©[CT Provide best fit ICT solutions to customers as business partner
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lCT"E"“C Network Threat Summar

Top Callbacks

202.44.4.252 crit 0 281 Trojan.JpiProx.B (blank)
202.44.4.252 crit 0 267 BackDoor.Andromeda (blank)
10.109.130.222 crit 0 262 Trojan.Bladabindi, Backdoor.LV MACBOOKAIR-BBGS
202.44.4.252 crit 0 71 Trojan.Ramnit.I (blank)
10.109.130.222 crit 0 25 Trojan.Bladabindi (blank)
202.44.4.252 crit 0 16 Bot.Conficker.D (blank)
202.44.4.252 crit 0 10 Android.Mahvare.Kemoge (blank)
202.44.4.252 Crit 0 2 Local.Calback (blank)
10.109.130.222 crit 0 1 Trojan.Bladabindi SINEENARDS-AIR

Top Callbacks

Us 667
RU 267
ID 1

Top Callback Servers

us 7
ID 1
RU 1

ptt
@[CT Provide best fit ICT solutions to customers as business partner
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MK o ) .
[CTsEC Email Threat Summar

Malware Detected in Emails to PTT

FE_Malicious_Macro_4_VBA 270
Malware.DTI. Calback 238
FE_Malicious_Macro_ADO 233
Malware.archive 51
Mahware.Binary.doc kY
Malware.Binary.xk 18
Mahware.Binary.exe 10
FE_Heuristics_Macro_Doc_3 10,
FE_EMAIL_MALICIOUS_SUB]_COMMON_THEMES_XMAILERS; Maware. archive B

FE_Malicious_Macro_ADO;Maware.DTI. Calback

Mahware.Binary: Trojan.KeylogPain MVX
Malware.Binary.Xls;Makware. Binary. xis

InfoStealer.Faret; Trojan. Zbot
FE_Heuristics_Macro_Doc_3;Mahware.DTIL.Calback

Trojan.Zbot

Mahware.Binary.Doc;Malware Binary.doc

FE_Heuristics_Macro_Doc_1

Mahware. DTI. Calback; Exploit. Downloader. pdf.MVX:Malidous.URL; FE_pdf_exploi_pidief; Trojan.PDF
InfoStealer.Farett; Trojan.Urausy; InfoStealer.Zbot; Trojan.Zbat
Trojan.Zbot;InfoStealer. Farei; Trojan. Malagent; Win. Trojan. Generickd
Malware.Binary.Docx;Malware.Binary.docx

Trojan.Urausy; InfoStealer.Zbot; InfoStealer. Fareit; Trojan.Zbot
FE_Heuristics_MIME_DOC_Downloader_1;FE_Malcious_Embedded_Maicious_VBA_VBA
Trojan.Generic
FE_EMAIL_MALICIOUS_XMAILERS_TCQ_UNDISC_FREEMAIL
FE_Heuristics_MIME_DOC_Downloader_1;FE_Malcious_Macro_3_VBA
Trojan.ZBot.MVX

Local.Infection

Explott. Downloader pdf.MVX

Malicious.URL

[l el el el o el e ol el el e e R e R e R R R TS Y R S|

Malware Categories

Callbacks | 85.5%|Callback actvity identified by FireEye callback detection
Trojan 3.6|Masked files, malware dropper, remote access
Infostealer|  1.0{Remote access, data theft, malware dropper

Other 9.8|All other malware events with outhound communication

VirusTotal Comparison

» Malware content detected by no vendor when submitted: 8

» Malware content detected by 1-10 vendors when submitted: 4

ptt
(‘ JC'T Provide best fit ICT solutions to customers as business partner
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lC é“fé Email Threat Summar

Top Targeted Email Recipient

[y
N

suwannuch_w@pttplc.com
corporate@pttplc.com
jongdee.g@pttplc.com
rittipol. k@pttplc.com

Top Infection URLs

NN N[

www.meet-in-shanghai.com 1
thomascart.com 1
supermarket.nwebkart.com 1
tisib.com 1
Top Malicious File Types

[ Malicious File Types [ Count |

doc 427

xls 394

ace 43

exe 22

Zip 13

Top Email Sender

no-reply@cdiicktravel.com 125
scanner@pttplc.com 94
tracey.beedles@eurocarparts.com 82
biling-noreply@google.com 67
debbie@mvmik.co.uk 60
Top Malicious Attachment Names
[ Malicious AttachmentNames | Count |
HotelHFax-V0045G2B_8308427510989318361.xls 126
20151029110925329.xls 94
pmB3A6.doc 83
1630884720.doc 68
V414980.XL5 60

ptt
O[CT Provide best fit ICT solutions to customers as business partner
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I

High Value Host

To :

uarantine of malicious email

pttplc.com

Sender : no-reply@clicktravel.com
Date : 2015-11-10 10:52:37

File Attached : Hotel-Fax-V0045G2B 8308427510989318361.xls

date

smtp-mail-from

smtp-to

subject

Attached file

last-malware

Mon, 09 Nov 2015
18:35:22 +0700

stevem@resimac.co.uk

Tue, 10 Nov 2015
14:06:57 +0430

Tue, 10 Nov 2015
16:00:54 +0530

no-reply@clicktravel.com

OUTSTANDING INVOICES

Invoices001396,1406-11.2015.xls

FE_Malicious_Macro_ADO

Itinerary #COO3NS39

Hotel-Fax-
\V0045G2B_8308427510989318361.xls

FE_Malicious_Macro_ADO

Itinerary #COO3NS39

Hotel-Fax-
\V0045G2B_8308427510989318361.xls

FE_Malicious_Macro_ADO

ptt
©[CT Provide best fit ICT solutions to customers as business partner
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mailto:no-reply@clicktravel.com

MK — :
[CTsEC High Value Host (Cont’

Quarantine of malicious email
To : B @pttplc.com

Sender : bounces+1443901-6f1b-{E-0om @email.haymarketasiadirect.com
Date : 09 Nov 2015 02:25:23

Malicious URL: http://www.meet-in-shanghai.net/

date Email-from TO Email subject mwurl last-malware

bounces+1443901-6f1b-

Mon, 09 Nov 2015 |wirat.u=pttplc.com@email.haymarketasia
02:25:23 +0000 direct.com _om Shanghai at a glance Malicious.URL

‘ ptt 8/4/2016 | 35
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http://www.meet-in-shanghai.net/

e

» Share our knowledge and Guideline
Uit Web site ICTSEC

« Share incident case

« Share email address twadasavad IT
Security Team a4z U HBNHIEIIRU
ICTSEC

 Un-official meeting 3z»1114nax

‘ ptt 8/4/2016 | 36
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LN UNTAILHUINIUAULYIN9U SAP User Group

“SAP Roadmap (ECC to HANA)"”

Technology Adoption
(PTT ICT Lead)

“SAP Roadmap Sharing”
(SAP)

“SAP Clinic”
Lessons Learned
(TOT & TG)




lcrsﬁ SAP Roadmap (ECC to HANA) (1)

Scope of Work

= Technology Adoption

Deliverables

= SAP Roadmap sharing by SAP Thailand
= Roadmap Assessment & Lesson Learned
= A.8.-6.A. 2559

= 1ina9 ICTSEC Website

Team Lead

= PTT ICT
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953 AaN3su - SAP User Group

d o W
1) NI13IINFHY SAP License, NMIMagyuInaIN

o 4
- 1381 MANT1]D SAP License UoIUAL0IANT SAP User Group
A v Y [ a Av
- 11159 NUFYIY INN.AAL (AAUNIATE) SAP User Group

2) M3 SAP Roadmap (ECC to HANA)

- 38N MIUBIAY SAP HANA Transition Scenarios @199  PTT ICT,SAP
1AL IINN 1A 13911915039 SAP Technology, Product
update, SAP

Maintenance Strategy

- ¥W130193A% 1\® Final Roadmap SAP User Group
3) ¥taue Roadmap SAP User Group

4) Jun3NUDYAAI Website ICTSEC SAP User Group

13-Jun-16

16-Jun-16

12-Aug-16

31-Aug-16

30-Sep-16

31-Oct-16

Done

Done

On going




lc @'@ SAP S/4HANA transition scenarios

New implementation / re-

. implementation
‘ Standardize and simplify the existing
/
ERP System e landscape to reduce TCO and use latest
innovations
ystem Cloud e.g. Implement SAP S/4HANA processes on a

new infrastructure; retire old landscape

New
plementation

Business-led migration to SAP S/4HANA

Reduce TCO via simplification of landscape
System
- ERP System
Conversion SAP S/4HANA e.g. Migration of part of an existing SAP ECC

6.0 landscape to SAP S/4HANA or
consolidation of systems into one single

taraet with SAP S/4HANA

ERP System ap=
- Reg,-oZA- Transition systems to the new platform
SAP S/4HANA = Use innovations to reimagine processes
Landscape

: E ERP System = Take advantage of the new data model to
Transformation

" Reglon B eliminate aggregates and batch

ERP System AP S/4HANA processing

e e.g. Migration of existing SAP ECC 6.0 on any
database to SAP S/4HANA.




\)\

Transition to SAP S/4AHANA

The 3 Transitions Scenarios

IcT @'@ SAP S/4HANA transition scenarios

" New Implementation )

Non- smt:u:un
SAP | —>

S/IAHANA
LI B

Example: New or existing SAP customer implementing a new

\SAP S/4HANA system with initial data load /
r : N
System Conversion @ —

| 1
S/4HANA
i
Example: Complete conversion of an existing SAP Business

'\Suite system fo SAP S/4HANA J

4 : ™
Landscape Transformation @ e
Migration of selected applications System Consolidation
FI ]|co FI |[co — [ P | —
HANA
MM||SD || = | saP s/4
HANA . .
\r—/ HANA
I 1 LI B
HANA

Example: Consolidation of current regional Business Suite landscape into one global
\_ SAP S/4HANA system or selective data migration J




SAP Solution Summit

Agenda

08:30 - 09:00 hrs.

06.00 - 09:15 hrs

08:15 - 10:00 hrs

10:00 - 10:30 hrs.

10:30 - 11:15 hrs.

11:15 - 12:00 hrs.

12:00 - 13:30 hrs

13:30 - 14:00 hrs.

14:00 - 14:30 hrs.

14:30 - 15:00 hrs.

15:00 - 15:30 hrs.

15:30 - 15:45 hrs

Registration and Morning Refreshment
Welcome Address

SAP Digital Transformation (S/4HANA)

Coffee Break

Track 1 ] Track 2
SAP Cust 2t Solut
and Cloud for Customer :

Empowered customers are dgitally connected, 1
socially connected and better informed

in cost perk

The next evolution of dgital pfocurunem s
thinking beyond cost savings, towards new
value creation by innovation with your regional
and global suppliers

Perf & Goal Manag it
EMMQMEMQQPMM
Develop Fuly Aligned, Meaningful Goal by
SAP SuccessiFaciors

Lunch

Internet of Things (loT) :
Extend and enrich your core business with data-driven intelligence inside the network and at
the edge.

Manage all your spending wherever and whenever it happens :
integrates all your expense data, 30 you can effectively manage and control spending no
matier where it happens

Digital Business Tranforamtion with SAP Cloud
Discover the 5 simple steps to drive quick time-to-value with this adoption journey map
designed for customers who want to run their mission-critical apps in the cloud

SAP Services :
Migration Joumney 10 the SAP Platform

Wrap Up/Lucky Draw

SAP Solution Summit

Agenda

08:30 - 09:00 hrs.

09:00 - 09:15 hrs.

09:15 < 10:00 hrs

10:00 - 10:30 hrs

10:30 - 11:15 hrs.

1115 - 12.00 hrs.

12:00 - 13:30 hrs.
13:30 - 14:00 hrs

14.00 - 14:30 hes

14:30 - 15:00 hrs.

1500 - 1530 hrs

1530 - 15:45 hws.

Registration and Morning Refreshment

Welcome Addmo

by Khun N Chareonthong, Director General Busi
SAP Dlgnal Transformation (S/MHANA)

by Khun Noppaedon Charconthong. Director Goneral Business, SAP Thaland
Coffee Break

SAP Thaitand

SAP C Eng Soluti

Empowered cusiomers ar digitaily
connected, socially connected and better
Informod %
by Khun Tananya Tiemkaew, Senior
Solution Sales E) e, SAP Th d
and Krmn Sumloo Palm Senior

in Cost Port

The nex evoiution of digital procuremant |s
Wwriong beyenda cosl saings, Wwirds new
value creaton by innovation with your

v list, SAP Th regional ana global supphers.
Perf & Goal Manag by Khun Thiratoon KaewKhruakham
Effectively managing employee Wes UMY SAMARGRIE BRGNS 5
pordormance, deveiop fully algned Pro 1 . SAP

meanngiul goal by SAP SuccessFactons

by Khun Thara chhw W
HRIS S o

Lunch

Internet of Things (loT) :
Extend and ennch your cone buss

S5 with data-dnven nteligence inside the network and at

the edge

by Dr. Kesiphon Aphimukkhunanon, Managing Director, ATOS
Manage all your ding wh and wh ith
Infogrates all your exponse data, 50 you can effactvely manage and control spending no

matier wheo it happons,
by Kenny Kok, Reglonal Sales Executive, Concur

Digital Business Tranforamtion with SAP Cloud

Discover e 5 simple siens 10 drive quick time-tovaiue with this adoplion ourney map
designed for customers who want 10 run thesr mission-cnscal 3pps in e cloud

by Khun Vilswan Withoonsomboon, SAP HANA Enterprise Cloud Specilist, SAP Thailand
and Khun Praphaphon Leewstana. Solution Sales Excecutive, SAP Thailand

SAP Services !
Migraton Journay 1o the 5AP Platicem
by Khun Nocadash Jirasatitvorekul, Project Principal, SAP APJ

Wrap UpfLucky Draw




T SAP Clinic (2)

Scope of Work

= | essons Learned ; Benefit, Pain point, Solutions
Sharing

Deliverables

= Identify sharing topics

= Sharing Sessions

= 5.A@. 2559 /1ihae ICTSEC Website
Team Lead

= TOT & TG
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Nangsy AMUUANIS LA UNITATLUUINY

Tnafiiildandauiu 3

dguaunismsiszdnanyas uas yNmA1an

LLAIAILL
1. KVIS & VISTEC

(Uemn.)

2. w1uaa (Uen.)
3

Audrnausuu
Ueny (NWK.)

DEITUINNIG :
WANTUIFATUN
Inn1sUszau Tnaaa e
71:AMNINTSNTU

WaUNgAINUVaNL .
2559 (2 1 1 Au)

ANNINTSNFUWUS Teg
NUIU

AWK, druaaudzaIn’lu
AM5LAUNINluasvil
NAVINNAINTFTUUANASQ Az
ALILUA19ARYINA5U 521U
LUudau A INNInal
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n1sUseauanley
1U5¢311 waztdanay

TR
i TEC

PaunAuaawL 2560

2alinnAeinNIUEY
NauvuNeTuLian
SuU1AN 2560
AAUIFDUN LLALAR
Theme 1
AMNIANNEL TR LT19IN
NJalT!
LEEUANEINSUIUS5ENE
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AREMEESPT + 22 fiunAn 2559 ¢ aaldiinnsdsza lasun
AUENITUNNTUANNS « 22 Jguiau 2559 dazAs9 (NN Tun 22)
Sip\EPV « 20 Auanau 2559

e 22 5U11AU 2559
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nNangsu AMUUANIS LEUNITALEUINY

3n Open House Founn fquigu + $19end1s uay
An¥199IU VSN itu Sngaziduasneg (Uan. +
ldswaiedlne : 20 Aua1gu 2559 doun.) naluduifau
Sorting Center Jurau

¢ WAITUIRIUINIAE
Usesuausu (NWK.)

o &V uarsSuawmnzidan
(Uoun.)

o
i TEC
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Open House TxsutnAlUlagigIsauLnAsgIgIunanslssinalneg (ICTSEC)
o gudlilsudidaiuRiAmengann was gudlilsualsuand
usEn lisuaidlneg /10m (@1unaewlun) auunaeImue
SUNQUWALAT 20 AueNaW 2559 L9a7113.00-16.00u.

13.00u. aanzideu o Hestlsegu guellusstidaaunimerngann

13.30 u. wialan Auadyid gaqanssunisddnnislug) anseuwmelulagiansaume
151 Tlsdidlne a1in AENITuNIILEUNITNINY NANFD1T
unelayad aauden frqeaddiininmaluladansaumea
nsANd e An sl sz lng

sea1ugNsN ICTSEC nanaltlmenid

14.00 u. Wasgsene
= puztinszuueugu ld sl A uiesngaumnn
Toe  wias 1 Assid
Wantinauninsgrua e wllswldnauniae guellysedldeounes

N7 d11inenueud ldselaunsriang

'
- |

= puzdnszuueugud il s cilduana
Toel  wIEENTIR FITTu

o o o

Vautinanulse s duwusg aueliswdidudnd ANInanue el b swrcied

a

UATUAIN
15.00-15.15 U. AN FULUTZNIUBINNTINN

15.15-16.00 U. LEEINTHN
" guellisstidpaunimengamnn
= gudlidssdlduana

(@nnarsaasarnldniainsanann ldassanulaseavinduge)
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* WEBSITE:

@ diotousy v R aunssumsuSins B aoshowdos @ swowmsusgu () fonssuuoveusy 9 Gociosusy
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